IIpodnrakTuka MoMIEHHUYECKUX /1eiCTBHI.

Kax Bl Bce 3HaeTe, KOJIMYECTBO TTOJIB30BATENIEN CeTH WuTepHeT BO BCéM
Mupe, B ToM uuciie B Pecnybmuke Benapyck mocrosinao pacrér. KonugecTtso
WHTEPHET-NI0JIb30BATENIE B Halled CTpaHe eKerojJHO YBeJIUYHBACTCS H B
Hacrosuiee BpeMs cocrasisieT nopsiaka 80 % Bcero HaceneHus.

CornacHo uccienoBanusiv, 46% GeaopycoB AeNaroT TOKYIKA 1M
OILIAYUBAIOT CUETA Yepe3 HHTEPHET.

YKasaHHBIE TEMIbl MPOHUKHOBEHHS HWHMOPMALMOHHBIX TEXHOJIOIMH |
Oe3HaIMUHBIX MIaTeKel BO Bce chephl JKU3HEICATEILHOCTH YeI0BEKa Hapsiy ¢
MMEIOIIeH  MeCTO HeKBAIU(DUIMPOBAHHOCTHIO M HEOCMOTPUTEIHHOCTHIO
OITpeAEJICHHOM JacTH II0JIE30BAaTENEN SABJISIEOTCS] IIPEIIOCHIIKOM
BO3PACTAIOIICTO KOJMYECTBA IMPECTYIUICHHN B ccpepe MH(pOpMaIMOHHOM
6e30macHOCTH.

B crpykrype mpectynHocTn Oosbinyto Yacte (89,3 %) COCTaBISIFOT
XHIIEHHUS! C HCIOJB30BAHHEM KOMIILIOTEPHON TEXHUKH, BCE OHH COBEPIICHBI B
OonbLIell CTENEHH C HUCIONB30BAHUEM DPEKBH3HTOB OAHKOBCKHX IUIATEKHBIX
KapTOYeK, IIOJyUYeHHBIX ITyTEM oOMaHa B ceTd VIHTEpHET ¥ HE3HAYUTENILHO — C
UCIIOIb30BAHMEM  IIOJUIMHHBIX KApTOYEK, HENPaBOMEPHO BBHIIEAIINX U3
3aKOHHOTO 00J1a/1aHus OTEPIICBIINX. ;

Haubomee  yacTeIM  CrIocoOOM — COBEpUIEHHS  MPECTYIUIGHHH ¢
UCITOJIb30BAHUEM KOMIIBIOTEPHOM TEXHUKH SIBJSJIOCH XHINEHHE [IEHEKHbIX
CPE/ICTB C MCIOJIb30BAHUEM PEKBU3UTOB, IOJIyYEHHBIX B pe3yJbTaTe BHUIIMHIA
(OCYyILIECTB/IEHUS] 3BOHKOB JepXKAaTelIsIM KapT OT HWMEHH COTPYAHHKOB
OaHKOBCKMX YYpEeXJECHUH) M HA TOPrOBBEIX HMHTEPHET- HJ]OHJ;&,[[K&X Haunbosee
pacnpoctpanénnoit — «Kufar.by»

ITpu 5TOM HMMeroIIECs TPaBOBbIE MEXaHH3MBI nonyqeﬂm MH(pOpMaLIUK ¢
HCIIONIB30BAHUEM  BO3MOXKHOCTEH — IIPABOOXPAHUTENIBHBIX —OPraHOB  MHBIX
rocyZapCTB HE II03BOJISIOT CBOEBPEMEHHO M B IIOJHOM O0BEME MOJyuyaTh
HEOOXOIUMBIC CBEJICHMS, 4YTO BBI3BIBAET OOBEKTHBHBIE TPYJHOCTH IO
YCTaHOBJICHUIO  JIMYHOCTH  IPECTyNHUKA U  TNPHUBJICYCHUIO €ro K
OTBETCTBEHHOCTM B COOTBETCTBUM C 3aKOHOJATENILCTBOM  PecryOimku
Benapyce. :

Cpenr  aKkTyalbHBIX Ha CErOJHAIIHUKA J€Hb BHJOB IPECTYILICHHI,
COBEpIIAEMBIX B OTHOIICHMM TpakiaH B ceth HWHTepHeT, HeoOXOoguMO
BBIJIEJIUTh: :

— 3aBJlaJleHde JIEHEeXXHBIMU CpEINCTBAMHM C KapT-cyeTa C WCIIOIb30BAHUEM
COLICETEM; .

— XMUIICHHUE C KapT-cyeTa ¢ UCII0Jb30BaHUeM BHIIMHTIA 110 Telleony;

— 3aBJlaJIeHNe JICHEKHBIMH CpEJCTBAMHM € KapT-CueTa ¢ MCIOJIb30BAHHEM
¢pumunra; ;

— HECaHKIMOHMPOBAHHLIH JOCTYI K yUYETHON 3alUCH B COLICETH, IEKTPOHHON
oyTe.



OcraHoBuMCsl TIOJpOGHEE HA JIByX OTHOCMTENLHO HOBEIX (opMax
Croco0ax XWIICHMS NEHEKHBIX CPEACTB B CeTH MHTepHET «BHIIMHTY W
«(ULIHHTY, ;

CyTh «BHIIMHI2)» 3aKIIOYAETCS B TOM, YTO MPECTYIHUKH 3aBJIajieBaOT
JTUYHBIMU  NaHHBIMH ¥ PEKBM3UTaMH OaHKOBCKHX KapToOdeK IyTeM
OCYINCCTBIICHUsA 3BOHKOB OT HMMEHM COTPYAHUKOB OAHKOB. BJIaroBUIHBEIM
MpeUIOroM JUIs MEepefaul JaHHBIX MOXET CTaTh, HANPUMEp, MHUMBIH (akT
COBEPIIAEMOro XHUINeHUsT ¢ Bameli kapTel M HEOOXOAUMOCTL ee CPOUHOI
OJIOKMPOBKH. B TaHHOM cilydae Ba)KHO IIOHMMAaTh, 4TO BCS KOH(HACHIMATbHAS
MHQOpMAlMsl O KIMEHTAaX, PaBHO Kak ¥ BO3MOXHOCTh OJOKHPOBKH
TOJ0O3PUTEIBHBIX TPaH3aKIMH, y YIOJHOMOYECHHBIX COTPYAHHKOB OAQHKOB
numeercs. Jlrobas npoceba o mepenase CVV-komo0B, pin-KoI0B, coepKaHus
SMS-yBeoMIIEHUH, TaHHBIX O JTUYHOM HOMEpE JOJDKHA BOCIIPUHUMATBCS KaK
TIOTIBITKA COBEPIIECHUS] MOILICHHUYECKHUX J(€HCTBUIA.

B naHHOW cuTyanunm NpaBUJIBHBIM peILICHHEM OyleT CcleAylolee: He
nepefaBaTh HUKAKOW UHOOpPMALUKM COOECEIHUKY, YTOYHUTH ero (paMUIUIO,
Nepe3BOHUTH B OaHK (HOMep MOKHO HAWTH Ha 0GUIMATLHOM caiiTe GaHka 1u6o
Ha Bameil 06aHKOBCKOW KapTouke) st yTOT-IHEHHH MMEBILIUX MECTO
00CTOSITENBCTB.

XO04eTcsi OTMETHUTh, YTO COBCEM HEJaBHO Viber mpeacTaBuil HHCTPYMEHT,
KOTOPBIA TPH3BaH 00€30IIaCUTh I0JIb30BaTeNIel Meccenmkepa B benapycu ot
3BOHKOB MOIIEHHUKOB. B Meccenypkepe mnosBuiack (GYHKIMS «3alura OT
JIMITHUX 3BOHKOBY, MPU aKTUBALMKA KOTOPOH MOJIB30BATENb HE OYAET MoIyyarh
YBEJIOMIJICHHS O 3BOHKAX C HOMEPOB, HE BXOJSIIMX B €10 CIIMCOK KOHTAKTOB.

HoBas ¢ynkums pocrymua B mocnenneit Bepcum Viber mis Bcex
TMOJIb30BaTesel ¢ OeopyCCKMMHE HOMepaMH MOOMIBHBIX TeneoHoB. [locie
BTOTO MOJIB30BaTE/b HE OyJIET MMOTydaTh BXOJSIINE BUIACO- M ayJAMO3BOHKH OT
HEU3BECTHBIX KOHTAKTOB. MHdopmarus o6 3Tux 3BOHKaX Oyzer coxpaHeHa
TOJIBKO B CITMCKE 4aToB Kak «[IpommyIieHHBI BBI3OB», a Takke B pasjelie
«HenaBuue BbI30BBI». Tak, mojib3oBarenn He MPOIYCTAT HUYETO BaXHOTO M
CMOTYT IIEPE3BOHUTH IPU HEOOXOAUMOCTH. |

Ha one yuactuBimmxcs ciryyaeB MOLIEHHUYECTBA YEPE3 MECCEHKEPh B
benapycu Viber 1ga€r BO3MOXKHOCTH IOJB30BATEISIM OrPagUTh ceOs OT
OOIIEHHs] ¢ HEM3BECTHBIMU KOHTaKTaMu. IIpu 5ToM (ByHKIMS He BKIIOYEHA 110
YMOJIYaHHIO, U II0JIL30BATEIIb CaM pPEIIaeT, XOUeT JIM OH MOJHOCTHIO 3alPETUTh
3BOHKM OT HE3HAaKOMBIX €My mojeil B Viber winM OCTaBUTH TaKylo
BO3MOIKHOCTb. _

benapyces crana ogHOM W3 MepBBIX CTpaH, B KOTOPHIX 3amylleHa 5Ta
onuus. Ha nanaelii MOMEHT (yHKIHUS «3alUTa OT JUIIHUX 3BOHKOBY JOCTYITHA
Ha ycrpoicTBax Ha 6a3e Android m i0S, a Takxe Ha KOMIIBIOTEPHOU BEpCHH
TIPUIIOKEHUS, f |

B Hacrosimee Bpemst HaOmomaercss OyMm  (akToB  «(UIIMHTaY,
COBEpIAEMBIX C HCIOJB30BAHUEM KPYMHBIX HHTEPHET-TUIOMIQJ0K IS



pasmenienuss  oObsiBiIeHHM.  IloTeHIMATBLHBIM HOTepneBmHM OT  pYK
MOIICHHUKOB MOXKET CTaTh KaXAbIM MpomaBel], OCTABUBIIMN CBEICHHS O
TOBape M CBOM KOHTaKTHBIH HoMep. Kak mpaBujio, ¢ HCHOIB30BaHHEM
MOILYIAPHBIX MECCCH/KEPOB, 3a4acTylO C TIOJUIOKHOTO HOMEpA, ¢ IPOJABIOM
CBA3BIBACTCA MOIICHHHUK M 3aBEPACT O HAMEPEHHH HPUOOPECTH TOBAp C
HCTIONIb30BAHNEM CITyKObl JocTaBku. Ilocie o6CykaeHUs LEHBI HPOJAaBLLY
MPUXOAMT  CChUIKA HA  pecypC  OJHOIO M3  CEPBHCOB  JIOCTAaBKH
(3IOYMBIIUICHHUKA ~ MCHONB3YIOT ~M3BECTHBIE HAMMEHOBAHHS, HAIpHMep
«benmouray», «Esponoura», «Kydpap mocraska» u mpyrue). Ilepeiins mo
CCBIIKE, TIPOJaBell YBUIUT CTPAHMUIy, BHEIIHE HAIMOMHUHAIOUIYIO CAWT
COOTBETCTBYIOIICH KOMIAHHU ¥ GOPMY JJIsl OTYyHUEHHsI JOJITOXKIAHHON CyMMEI
B KauecTBE OIIATHI.

Huist ostyvenust gener HeoOXOAMMO BCero JIMIIb BBeCTH 16 mudp Homepa
KapTel, UMs ee Bianenbla, cpok neicreus, CVV-kox (ykasaH Ha oOpaTHOM
CTOPOHE KapThl), NpU HEOOXOAMMOCTH KO IOATBEPXKIeHUS u3 SMS-
yBeOMIICHUs, OO B JPYIUX CIIydasX PEKBH3UTHI JOCTYIla K HHTEpHET-
OaHKUHTY (JIOTHH U NApoJib MO0 BpeMeHHBIH ko1). CIeayIoIuM maroM mociie
BBEJICHUST M OTHPaBKU YKa3aHHBIX JIAHHEIX CTaﬁeT UX  TIOJy4YeHHe
3JI0yMBIIIIEHHUKOM M TTOCIIEIyIOIIee XUIIeHNE ¢ KapThl OHpe,ﬂeJ'leHHOI/I CYMMBI
JICHEKHBIX CPEJICTB. _

B takom citydae Beerjia Hy)KHO o6paiath BHUMaHUE Ha HAaMEHOBAHHE 1
BHEIIHHIT BHJ CTPaHHIBL. Ee MMsi MOKET OT/IMYAThCS OT HACTOAIIErO BCEro Ha
HECKOJBbKO OykB, Hanpumep kufar.be Bmecto kufar.by, wiu belpost.bz, a
He belpost.by. : :

B HOBOI /1151 HEKOTOPBIX I'paXkJaH TeHICHIMH NU(POBU3ALIUK BCeX chep
JKU3HECATEIIbHOCTH HEOOXOIUMO IPOSIBIIATE 6LlHT€JleOCTB U CTPEMHTHCS K
TIOBBIIIEHUIO YPOBHS CBOMX I[TO3HAHHUM, YTO MOMOMKET aJeKBATHO pearupoBaTh
Ha BO3MOJYKHEIE COBPEMEHHBIE YTPO3HI. |

Bo wu3bexanue xumeHudt ¢ OaHKOBCKHX KapTO4eK Ha YpOBHE
TIOJIL30BATENIsl MOXKHO JIaTh CIIeIYIOIINEe PEKOMEH Jaliu:

— BHMMATE/ILHO O3HAKOMMTLCS € MPABHIAMH  TIOJTb30BAHMS 0aHKOBCKUMHU
IUIATEXXHBIMU KapToukamu Bamiero OaHka; .

— He IlepelaBaTh KapTy U €€ PEKBUBUTEHI TPETHUM JIMIIAM;

— MCTIOJIb30BaTh OTIE/IBHYIO KapTy it MHTEPHET-NOKYIIOK M HEe XPaHUThH Ha
Heil nenbru («Hepeanbnas kapta» bemarpornpom6ank);

— noaxmouuTs yciryrd 3D-Secure, SMS-undopmupoBanue, yCTaHOBHUTH
HE0OXOIMMBbIEC TUMUTHI; |

— OCYILIECTBIAThH Omiary B ceTd KHTepHeT Ha TNPOBEPEHHBIX pecypeax,
paboTaronmx mo 6ezonacHomMy npotokoury https.

B nro0oli cutyanuu HeOOXOUMO HPOSIBISATH OJUTETBHOCTh U MOMHUTH,
qTO a0COIIOTHOE OOJBITMHCTBO KUOEPIPECTYTUICHUH CTAHOBSTCS BO3MOKHBIMU
BBUIY HEOCMOTPUTEIIBHOCTH CO CTOPOHBI caMoro cinaboro  3BeHa
UH(HOPMAIIMOHHON CUCTEMBI — YEJIOBEKaA. |



Teneponnbie apepucTsl MPOAOMKAIOT «KOIIMAPUTHY TOKUIYIO YaCTh
Hallero HacesJeHus. B JeHb IE€HCMOHEpaM INOCTYHAIOT JECATKH 3BOHKOB,
HEKOTOPbIC M3 HUX, K COXKANEHHIO, MIAYT HA [OBOAY Y 3JIOYMBIIIIEHHUKOB H
paccTaloTest o cBOMME cOepekeHusMu. Bo Beex ciiydasix JIeHeXHbIe CpejicTBA
TpeOYIOTCS Ul paspelieHust  TeX JM00 WHBIX BOIPOCOB, CBSI3AHHBIX C
JOPOIKHO-TPAHCIIOPTHBIMY ITPOUCIICCTBHUSIMH. ;

ITomuure: Bama 6ecrieunocts - B Bamux pykax. bynbre OnurenbHbvMu!



